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% The 'f' function as used in the encryption rounds for each round, Rn = Ln-1 + f(Rn-1,Kn)
% f(Rn-1,Kn) is to be calculated like this: Kn + E(Rn-1) => B1..B8 f = P( S1(B1l)..S8(B8) )
[S1 s2 s3 s4 S5 S6 S7 S8]=S Box DES; % Producing eight 4*16 S-Boxes
% Expansion = 6*8 =48
Expansion =[32, 1, 2, 3, 4, 5,...
4, 5, 6, 7, 8, 9,...
8, 9,10,11,12,13,
12,13,14,15,16,17,
16,17,18,19,20,21,
20,21,22,23,24,25,
24,25,26,27,28,29,
28,29,30,31,32,11;
Exp_R=R(Expansion) ; % Expand 32-bit string to 48-bit
R _Ki=num2str (mod (Exp R+RoundKey,2)); % XOR RoundKey with Expanded 48-bit string
% Using bit number 1 and 6 for choosing row and bit number 2-5 for choosing column
vall=sl (bin2dec ([R_Ki (1) ,RiKi(6) ])+1,bin2dec(R_Ki(2:5)) +1);
val2=S2 (bin2dec ([R_Ki(7) ,R Ki(12)])+1,bin2dec(R _Ki(8:11)) +1);
val3=S3 (bin2dec ([R_Ki(13),R Ki(18)])+1,bin2dec(R_Ki(14:17))+1);
vald4=s4 (bin2dec ([R_Ki(19),R Ki(24)])+1,bin2dec(R_Ki(20:23))+1);
val5=S5(bin2dec ([R_Ki(25),R Ki(30)])+1,bin2dec(R_Ki(26:29))+1);
val6=S6 (bin2dec ([R_Ki(31),R Ki(36)])+1,bin2dec(R_Ki(32:35))+1);
val7=S7 (bin2dec ([R_Ki(37),R Ki(42)])+1,bin2dec(R_Ki(38:41))+1);
val8=s8 (bin2dec ([R_Ki(43),R Ki(48)])+1,bin2dec(R_Ki (44:47))+1);

% converting decimal values to 32 bit binary one
R Subs=[dec2bin(vall, 4),dec2bin(val2, 4),dec2bin(val3, 4),dec2bin(vald, 4),dec2bin(val5,4),dec?2
bin(val6,4),dec2bin(val7,4),dec2bin(valg,4)];

% FinalPermut = 1*32 permutation of bits in f function
FinalPermut= [16,7,20,21,29,12,28,17,
1,15,23,26,5,18,31,10,
2,8,24,14,32,27,3,9, .
19,13,30,6,22,11,4,25];
out = R _Subs(FinalPermut);% decreasing 48-bit string to 32-bit one

L}“p~ﬂj Cb)}~4ff\fzs vﬁi)jga\L§4AUJ3¢;3}3Lstﬁ.sluﬂ‘cdi cJJ}Ts;~w}ﬁ BE) AAS’C?JJQ rqjjgﬁt

function [S Box Inv_S Box RoundKey]=AES Initializing(key)

$Key 1s 128 Bits

[S Box Inv_S Box]=S Box gen AES;

RoundKey=KeyExpansion AES (key.S Box); %Producing the Round Keys from the Master Key
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- st s {2A% i I YL 53 0k S5 Sldie sl e € = {63 hex}={01100011} 0T ;s «
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$The Constant Matrix which its Cells are produced according To the
$Polynomial a(x) = {03}x"3 + {01}x"2 + {01l}x + {02}
Mix hex = {'02' '03" '01' '01';

'01l' '02' '03' '01';

'Ol '01" '02' '03';

'03' '01' '01' '02'};
$multiplication of a value by x (i.e. by {02}) can be implemented as a 1l-bit left-shift
$followed by a conditional bitwise XOR with (0001 1011) if the leftmost bit of the original
$value (prior to the shift) is one. Multiplication of a value by x+1 (i.e. by {03} ({01}
$xor {02})) can be implemented just as a conditional bitwise XOR then like above a 1l-bit
$left shift followed by a conditional bitwise XOR

S B oddesls Cid o G il {02} ol Sl g3 co s bl Jlaie ST gas p

oo 55 {03} ate sl 5555 (sobamil b e 150 "1D" Jlaie b sl s 6K s 51 |5 Cor S
5] 0l0ds 0313 OLts 5 IS ankss 3 Sllas ol ool 5L K5 (olamil 6L &K a0 S Sl Slles

for i=1:4
for j=1:4
for k=1:4

Mixed State=State(k,Jj); % Copy the cell of state to a local variable

if Mix (i, k) == % if cell in constant matrix is 3
State out (i, j)=bitxor (uint8(State out(i,j)),uint8 (Mixed State));

% Shift one bit to Left all the 8 bit of Cell
Mixed State=bitshift (Mixed State,1,8);
if bitget(uint8(State(k,j)),8)==
Mixed State=bitxor (Mixed State,uint8 (hex2dec('lb')));

end

elseif Mix(i,k) == % 1f cell in constant matrix is 2
Mixed State=bitshift (Mixed State,1,8);

% if the last bit is not zero
if bitget(uint8(State(k,j)),8)==1
Mixed State=bitxor (Mixed State,uint8 (hex2dec('lb')));

end

end

State out (i, j)=bitxor (uint8(State out(i,j)),uint8 (Mixed State));

end
end
end
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for 1=9:140
W(i) := (W(i-8) XOR W(i-5) XOR W(i-3) XOR W(i-1) XOR Ta XOR i)<<< 11
5 Ta is double & should be converted to Integer
W{i}=bitxor (bitxor (bitxor (bitxor (W{i-8},W{i-5}),W{i-3}),W{i-1}), floor(Ta)):;
Word{k}=bitRotate (bitxor (W{i}, k-1),11);
W{i}=Word{k};
Word{k}=dec2bin (Word{k},32);
k=k+1;
end

m st o A8 aie Cua bl s Wigo U Wo 5 s IS els o ¥Y SLIS bW uSas ol s

Jlawrst K Jolan Y7 3 o 51 ) (V1) 5 Y s (glisl e 5 ol <ol o3ue T sde 552
5 (e ) Lo g a8 Sl Slen Cob pl el anl O gd (oMb S w s olsl 0T gl (937799
el adosls I3 a1 il OIS Odastle s 1dad 8 o e & (Ulsgnly OB SEIAD (a3
Ta b 5 ol sde ol pon 4 555 Sl sanlS Sl 51 il 51 ooy le Word[1] 41T 51 acds™ o ol

[V] .,U}.'Z@ 03l o G & G‘:"J’«' ;;-R:J T c:j\i ol 4 ‘r.bb 6)\.&;:3‘6\;_ JA.G 31 o= S d“‘.’-"u‘ 9



VA

b S-Box(1) sesile dslier Gb 1) (25 Al 2 slace 8 S-Box tile dsli Jlas! b
dzes gloler il Johor S o il Lk 2 Sler olie b (o sl sbees 5 )3) S-Box(8)

IVt ods (508 25 &y g OT 6,808 & i S it 8 § 87 4 6,50, (vla))i“ S5 5048
S Boxy, S Box;, S Box,, S Box;, S Boxg, S Box;, S Boxg, S Boxs

L oS5 5 oss T I 53 5 355 03 SIS 51 S 5 Sose 4 85 2 VA ey £
- wtle o3 WIS Sl I RoundKey{j} ox tzs Word (4)+4)  Word(45+1) ws’ s o215
el ol 03551 55 (G0 slad S g 53 OT (ol s ankad L5 5

o 4 lanl e 55 L gd oo g 25 ol (Siluesly (osed iS5 ) Cilbee o ged w4 Jl-
31 S0 2ol 15 oy dal s Soglise Sllee L3 Gl s ST 6505 5 (Ko) (K s f g 53 (2
Oler Lais 5 ol (gladd 3o &S5 (g 2S5 goss S5 355 o) 68 o 4l se o L &S Wloks LSCi5 add g0 4
3 ga e il ge &

tStart = tic;
tEnd = toc(tStart);
fprintf ('%d minutes and %$f seconds\n',floor (tEnd/60),rem(tEnd, 60));
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.3-DES t DES \, Serpent

1

if reply == 'A' || reply == 'a
[S_Box Inv_S Box RoundKey]=AES Initializing(key);
funl=Q@AES Encryption;
fun2=QAES Decryption;

elseif reply == 'S' || reply == 's
[S_ Box 1Inv_S Box RoundKey]=Serpent Initializing(key);
funl=@Serpent Encryption;
fun2=@Serpent Decryption;

elseif reply == 'D' || reply == 'd'
RoundKey=KeyExpansion DES (key(1:2,:));
funl=@DES Encryption;
fun2=@DES Decryption;

elseif reply == '3'

RoundKeyl=KeyExpansion DES(key(1:2,:));
RoundKey2=KeyExpansion DES (key(3:4,:));

1



va

funl=Q@TripleDES;
fun2=Q@TripleDES Decryption;
else
[S_Box Inv_S Box RoundKey]=AES Initializing(key);
funl=Q@AES Encryption;
fun2=QAES Decryption;
end
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I=resize(Im); % If Row & Column are not factor of 4 (128 bit),they should be resized
g The Image should be converted to double
I=double (I);

Image is Broken to Blocks & each block is encrypted
B = BLKPROC (A, [M N],FUN) => Distinct block processing for image.
if reply=='D' || reply=='d'
Img Encrypted = blkproc(I,[2 4], funl,RoundKey);
elseif reply=='3"
Img _Encrypted = blkproc(I,[2 4], funl,RoundKeyl,RoundKey2) ;
else
Img Encrypted = blkproc(I,[4 4], funl,RoundKey,S Box);
end

pled plmil 6l ol S VYA I (2 pde 0 sl Lo 5131 Sl sl b ey (gamlST o508 5o
bIKproc (slals obS™ mb i aslitul b e 355 s double 3™ 4 uint8 8™ 51, s b Sllas
OT 53 glankss o) ml5 51 (S 8 sl 4 L S TUNT b b ol oS08 PP (slasST5k 4y
2,5 )1 3 Img_ Encrypted e 55 (Ssh Sy 4 Ol 5358 Jlesl S ob G5 gy p ey 13
SizeOfOriginalPic=size (Im); b o 4zl & cJJJ:? Sl psas dol sl 59, Hsws bug
AT Sy Sl 505 b 0358 0 dlosl odkiijos 35 Sl0eS ok & LS 505 b o e 55 0B 0T
B ol Dlws s s Od O 51 ped Jlsl le pl by G iz onl Lol sl Lo s
Sl 003, 8T YU 45 GlabulsS

if reply=='D' || reply=='d'

Img Decrypted = blkproc(Img Encrypted, [2 4], fun2,RoundKey) ;
elseif reply=='3"

Img Decrypted = blkproc(Img Encrypted, [2 4], fun2, RoundKeyl, RoundKey2) ;
else



Img Decrypted = blkproc(Img Encrypted, [4 4], fun2,RoundKey,Inv_S Box);
end
Img Decrypted = imcrop(Img Decrypted, [0 O SizeOfOriginalPic(1l,2) SizeOfOriginalPic(1,1)]);
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n = 255; % it will use for mapping
IV(1:4,1:4)= floor(n.*rand(4,4)); %Produce 16 random number and map them to 0~255
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IV=double (IV) ;
cu\.ﬁ:‘}n)é_{}tfﬁoﬁb;c.)u:.w\Q\ju.d6\4\5—9\256[3)'\}{1)4&)Lg\hgifjlfdjbcﬁ?djdc}:ijj
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% Vectorl = Vector2 = 4

Cell=mat2cell (I,Vectorl,Vector2); % breaking the image to 4*4 cells
Cel2=bitxor (IV,Cell{l,1});
Cell{1l,1}=funl (Cel2,RoundKey,S Box);
for i=1:Rows
for j=1:Cols
if J~=1 % i~=1///i== $if it's not the first-column cell
Cel2=bitxor (Cell{i,j},Cell{i,j-1});
Cell{i,j}=funl (Cel2,RoundKey,S BoXx) ;
elseif i~=1 && j== $if it's the first-column cell
Cel2=bitxor (Cell{i,j},Cell{i-1,Cols});
Cell{i,j}=funl (Cel2,RoundKey,S Box);
end
end
end
Img_Encrypted=cell2mat (Cell); % Joining the cells to one matrix

crginal Image Encrypted Imzge Decrypted Image
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C = MAT2CELL (X,M,N) breaks up the 2-D array X into a cell array of
adjacent submatrices of X. X is an array of size [ROW COL], M is the
vector of row sizes (must sum to ROW) and N is the vector of column
sizes (must sum to COL).
Cell=mat2cell (I,Vectorl,Vector2); % Vectorl = Vector2 = 4
for i=1:Rows
for j=1:Cols
for k=1:4
for s=1:4
IV_Encrypt=funl (IV,RoundKey, S Box) ;
Cell encr{i,j} (k,s)=bitxor (IV_Encrypt(l,1),Cell{i,j} (k,s));
IV=ShiftLeft (IV,Cell encr{i,j}(k,s)); % Shift IV to left
end
end
end
end
Img Encrypted=cell2mat (Cell encr);
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Cell=mat2cell (I,Vectorl,Vector2); % Vectorl = Vector2 = 4
IV2=1V;
for i=1:Rows
for j=1:Cols
for k=1:4
for s=1:4
IV _Encrypt=functn (IV,RoundKey, S Box); %Encrypting with the BlockCipher
Algorithm the 128-bit IV
IV=ShiftLeft (IV2,IV Encrypt(l,1)); % Shift IV to left for feedBacking The 8-
bit encrypted value
Cell Encryption{i,j} (k,s)=bitxor (IV_Encrypt(l,1),Cell{i,j} (k,s));
end
end
end
end
Img_Encrypted=cell2mat (Cell Encryption);

2rginal Image Encrypted Image Decrypted |mage
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Cell=mat2cell (I,Vectorl,Vector2);
for i=1:Rows
for j=1:Cols
IV=double (IV) ;
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Cel2=funl (IV,RoundKey, S Box) ;
Cell{i,j}=bitxor(Cel2,Cell{i,j}):;
IV=uint8 (IV) ;

)

3 incremnting the counter one number
IV _new=hex2dec (strcat (dec2hex (IV(4,1),2),dec2hex (IV (4,2),2),..
dec2hex (IV (4,3),2),dec2hex(IV(4,4),2))) +1 ;
IV _new =dec2hex (IV_new,8);% converting decimal number to hexadecimal

o

5 concating 2 hexadecimal number then each 8-bit number is converted to
decimal one

IV (4,1)=hex2dec(strcat (IV_new(l,1),IV new(1l,2)));
(4,2)=hex2dec(strcat (IV_new(1l,3),IV new(l,4)));
IV (4, 3)=hex2dec(strcat (IV_new(1l,5),IV new(1l,6)));
IV (4,4)=hex2dec(strcat (IV_new(l,7),IV new(1,8)));
end
end
Img _Encrypted=cell2mat (Cell);
Orginal Image Encrypted Image Decrypted mage

AES 5‘4&3/’.«)‘5CTR A}:.ilgﬂ}d?*() JS.J:

Ji}«éjoéj{g;;) if isrgb (Im) Jaj.i':[f‘&\é)ﬂﬂd‘jdl&ndugxi)w)ﬂ\LgMJJ

5 g 8T 5 sQU Sy L L .o <E S
:Aﬂyﬂuf gs;ﬁib gr%Lbide ;S;;SL PS8R N g s d’}fgsg;) Sl )}ﬂja.LwL;w)J{

% Extract the individual red, green and blue color channels.

redChannel = Im(:, :, 1);
greenChannel = Im(:, :, 2);
blueChannel = Im(:, :, 3);

b plesl SLaSS L la0T 5 s S8 w e a0 L8 5 Sl ey 5 e )

Img Decrypted = cat(3,Img Decrypted red,Img Decrypted green,Img Decrypted blue);

oIS bad e &G &SS wL double NS 4 ses il e a0 bds s 4 ad e ol 51 S azdl
s Jods uint8

Img Decrypted red=uint8 (Img Decrypted red);
Img Decrypted green=uint8(Img Decrypted green);
Img Decrypted blue =uint8(Img Decrypted blue);
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*Unified Average Changing Intensity
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function OUT=NPCR (Im,Im Encrypted)
ouUT=0;
[ROW,COL]=size (Im);
for i=1:ROW
for j=1:COL

if Im(i,j) == Im Encrypted(i,3J)
OUT=0UT+0;
elseif Im(i,3j) ~= Im Encrypted(i,])
OUT=0UT+1;
end
end
end

OUT= (OUT/ (ROW*COL) ) *100;

©0000000000000000000000000000000600000000000000

function OUT=UACI (Im, Im Encrypted)

% Unified Average Changing Intensity $%%%%
OUT = ((mean (mean ( Im(:)-Im Encrypted(:) )))/(255))*100;
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! Correlation Coefficient
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x = Im(:,1l:end-1); %# All rows and columns 1 through 127
y = Im(:,2:end); $# All rows and columns 2 through 128

o ) 5 s G35es 35 4 pamie slee s Sy i Sl (glas ez 015 0 Vb wlie iate L

:sttgjgjxj

x = Im(l:end-1,:); %# Rows 1 through 127 and all columns
y = Im(2:end, :); %# Rows 2 through 128 and all columns

:JJ*;LSA ey ¢m@?¢ﬁ‘L5JLé P A ascs ))lggagshbh}ws;% Sl j‘ts‘ﬁﬁjyuﬁﬁ o 4
X = Im(l:end-1,1:end-1); %# All but the last row and column
y = Im(2:end,2:end); %# All but the first row and column

= .
3 5 oo dmloms i 55 Stian 15 CorrCoef gl ST mb Sl osliznl b

r xy = corrcoef(x(:),y(:));

o () 3 a3 e S 5SS slals 4 Y 5K laisass p ol b o
LWV 858 oo Sl a3 55 50 (gla Sy i
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vﬁﬁdwbud‘fMJ@chﬁf)jy\ﬁ}.aﬁ):bu‘}&w@)bw\—5‘J.i.l

13 g0 g osliul 5 (gasli  asks Gﬁ:w

disp ('The Correlation Coefficient of the Original Image:');

x = Im2(:,1l:end-1); $# All rows and columns 1 through end-1
y = Im2(:,2:end); $# All rows and columns 2 through end
h xy Im = corrcoef(x(:),y(:)); fprintf ('Horizental is: $f\n',h xy Im(1,2));

figure,plot(x(:),y(:)) $# ploting the coefficent each pixel to its neighbor
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! peak signal-to-noise ratio
* Pulse Code Modulation (PCM)
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function p = psnr(x,y)

> psnr - compute the Peak Signal to Noise Ratio

disp ('The Mean Square Error between the Original Image & Encrypted Image :');
mse =MSE (x,VY) % computing the mean square error

p = 10*1logl0 (double((25572)/mse)); % the logarithm is is in base 10

LT o Gk blie &y 50 4 MSE ob ol ys a8

function M S E=MSE (Im, Im Encrypted)
M S E = mean( mean( (double(Im(:))-double(Im Encrypted(:)))."2 ) );

P90 & Cad S 0mly S syl S s Serpent r.;)}ﬂ\ V=8 Jgda 55 odeT oy zb Gk

Ol e Sppo 4 G A Sl a 03,55 e JeSius laesd 55 o sasta ol AES
15 e SWsl 51 53 (s slae g 3550 53 35 5 Sy o5y SN 3550 55 sl el S o (s 0
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FExFF g S 5 aas 59, Serpent AESV@;J\ AP A PR

Gray AES Serpent

64%64 | wbcrw |uacis | MsE | psnR ::::v:::l Time NPCR% | UACI% MSE PSNR ::::wc::::! Time
ECB | 99.68 | 4.84 |8.835%10° | £.6688 | 0.012503 | 0min58.626450 | 99.76 | 0.42 |B8.6997+10° | 8.7358 | 0.022068 27_11';‘;';31
CBC | 99.68 | 0.80 |8.985%10° |8.5956 | 0.009400 | Omin58.459779 | 99.58 | 2.3729 | 8.8004%1¢° | 8.6858 | 0.009201 31_11':;';93
CFB | 9951 | 570 |8.734*10° |8.7188 | -0.007993 |9min8.098195s| 99.61 | 0.0012 | 8.7638*10° | 8.7039 | 0.014448 152.:;2155
OFB | 99.63 | 0.08 |8.698*10° |8.7367 | -0.005332 | Bmin55.322738 | 99.66 | 14.4712 | 8.8132*10° | 8.6794 | -0.000664 33;2177
CTR | 9954 | 9.06 |8.816*10° | 8.6776| -0.003889 | Omin43.603469 | 99.68 | 16.0994 | 8.8318*10° | 8.6703 | -0.033927 25.19[;;225
OCB | 99.59 | 22.90 |8.723*10° | 8.7244 | 0.009844 |1min1.395948s | 99.51 | 7.8878 | 8.7260*10° | 8.7226 | 0.007053 21.20?;255
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Gray 3-DES DES

ik NPCR% | UACI% | MSE | PSNR ::::v‘:t’:; Time NPCR% | UACI% |  MSE PSNR é::::v::: Time
ECB | 90.56 | 25.95 | 8.484*10° | 8.8450 | -0.030633 2min46.940670 | 99.46 | 15.81 | 8.9461*10° | 8.6147 | 0.010538 55?2';‘;';69
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CFB | 99.68 | 11.48 | 8.944*10° | 8.6154 |  0.017089 21min8.294339 | 99.56 | 0.014 | 8.7394*10° | 8.7160 | 0.024632 55_66':;';23
OFB | 99.68 | 0.18 |8.816*10°|8.6779 | -0.013185 22min3.577893 | 99.71 | 19.99 | 8.5676*10° | 8.8022 | 0.016507 7.152191
CTR | 99.95 | 26.65 | 9.291*10° | 8.4501 |  0.068445 2min43.121379 | 99.58 | 11.26 | 9.3966*10° | 8.4011 | 0.004777 55?4';‘;';88
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DES ,&K 5, p-’-u.egj'

function CipherText=DES Encryption (P,RoundKey)

% Converting P to 128-bit Binary
P binry=reshape (reshape (dec2bin (reshape ( reshape(P,2,4)"',1,8),8),8,8)"',1,64);

% InitialPermutation & FinalPermutation is for
% Optimization & symmetry of the network
% By changing the places of 128 bits
P IP=InitialPermutation DES (P _binry);
L=P IP(1:32);% Left part of the PlainText after Permutaion
R=P IP(33:64);% Right part of the PlainText after Permutaion
for i=1:16 % Run the encryption rounds
T=num2str (mod (L+F (R, RoundKey (i, :)),2)); % R(n) <=L(n-1) + £(R(n-1),K(n))

k=1;
for j=1l:size(T,2)
if T(1,3)~=" "
T1(1,k)=T(1,7);
k=k+1;
end
end
Mi=[R,L]; % Swap the parts
L=Mi(1:32); % L(n) <= R(n-1)
R=T1;
end
M=[R,L]; % Swap and concatenate the two sides into R16L16

CipherText _bin=FinalPermutation_ DES(M);% Final Permutaion
CipherText=reshape (bin2dec (reshape (CipherText bin,8,8)"'),4,2)"'; %#Converting 64-bit binary

to 2*4 Matrix
I)]EE;.)é ths c:rajﬁ r;iquij|

function K=KeyExpansion DES (key)

)

3 producing 48-bit roundkeys from the 56-bit master key
% permutation choise 1 = PCl = 1*56
key binry=reshape (reshape (dec2bin (reshape( reshape(key,2,4)"',1,8),8),8,8)',1,64);
key PCl=key binry(1l,[57,49,41,33,25,17,9,1,...
58,50,42,34,26,18,10,2, ...
59,51,43,35,27,19,11,3, ...
60,52,44,36,63,55,47,39, ...
31,23,15,7,62,54,46,38, ...
30,22,14,6,61,53,45,37, ...
29,21,13,5,28,20,12,41);
% permutation choise 2 = PC2 = 1*48
pCc2=(14,17,11,24,1,5,3,28, ...
15,6,21,10,23,19,12,4, ...
26,8,16,7,27,20,13,2,...
41,52,31,37,47,55,30,40, ...
51,45,33,48,44,49,39,56, ...
34,53,46,42,50,36,29,32];
L=key PC1(1:28); % select left 28 bits
R=key PC1(29:56); % select right 28 bits
% This is the schedule of shifts.
Each LnRn is produced by shifting the previous by 1 or 2
The Round Number [1 2 3 4 5 [ 7 8 9 10 11 12 13 14 15 16]
Number Of shifts (1 , 1, 2, 2, 2, 2,2 ,2,1,2,2,2,2,2,2,1]
for i=1:16
if i==1|11==2|]1==9]||1i==16

o® o° o° o
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end

roun

By %

,16,

Bloc

bits

[R(2:28),R(1)1;
else

[L(3:28),L(1:2)1;

[R(3:28),R(1:2)1;
end
Ki=[L,R];
K(i,:)=Ki(PC2);

AES &, 5, p-’-u.egj'

function CipherText=AES Encryption(PlainText,RoundKey,S Box)

$Copy PlainText into the State Variable
State=PlainText;

$First XOR with the State Variable
State=Xor Roundkey inTo State(State,RoundKey,0);

for r=1:10
for j=1:4 $Substitute each Byte with the Substitution Table
State(j, :)=Sub Word(State(j,:),S Box);
end
State=Rotate Rows (State); $Rotating the Rows according to thier row numbers
if r<10 % Mix the Cells (((the most important part of the Algorithm)))
State=Mix Columns (State);
end
State=Xor Roundkey inTo State(State,RoundKey,r); %Xor the State Variable with the
d key
end

CipherText=State; ¥ CipherText is Produced
Z Z
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function CipherText=Serpent Encryption (P,RoundKey,S Box)

32-round substitution permutation network (SPN)
Converting P to 128-bit Binary
P binry=reshape (reshape (dec2bin (reshape( reshape(P,4,4)"',1,16),8),16,8)"',1,128);
$InitialPermutation & FinalPermutation is for Optimization & symmetry of the network
changing the places of 128 bits
P IP=InitialPermutation(P_binry);

o
S
o
S

)

% Reshaping to 4*4 decimal matrix
PLinTrans=reshape (bin2dec (reshape (P_IP,8,16)"'),4,4)";
vector (1:32)=4;
for r=1:1:32
P AfterXor = bitxor (PLinTrans,RoundKey{r}); % XORing data with Current RoundKey
% Reshaping 4*4 decimal matrix to 128 bit binary one
P AfterXor Binry=reshape (reshape (dec2bin (reshape (reshape (P _AfterXor,4,4)',1,16),8)
8)"' ,1,128);

P_Block = mat2cell (P_AfterXor Binry,1l,vector); % Breaking into thirty-two 4-bit
ks
if r <
K=r;
A = S Box(K,:); % Choosing one of the 8 S Boxes
else
K = mod(r,8);
A = S Box(K+1l,:); % Choosing one of the 8 S Boxes
end
for j=1:32

Y=A(bin2dec (P_Block{j})+1l); % Substituting values of Desired S BOX for every 4



P Cell{j}=dec2bin(Y,4);
end
P Mat=cell2mat (P_Cell);
% Convert the contents which is extracted from S BOX into a single matrix

if r == 32 % The last round doesn't execute the LinearTransformation
break;
else
% Every 31 round executes the LinearTransformation Function
PLinTrans = reshape (bin2dec (reshape (LinearTransformation(P_Mat),8,16)"'),4,4)"';
% The Output OF the Function should be converted
% to 4*4 decimal matrix
end
end
P AfterXor=bitxor (reshape (bin2dec (reshape (P _Mat,8,16)"'),4,4)"',RoundKey{33});

Every changing in InitialPermutation has to return
To its primary place By FinalPermutation function

P Decrypted=FinalPermutation (reshape (reshape (dec2bin(reshape( reshape (P AfterXor,4,4)"',
1, 16) ,8) ,16,8)" ,1,128));

CipherText=reshape (bin2dec (reshape (P_Decrypted,8,16) ') ,4,4)'; % Converting to 4*4
Matrix

o
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o
S
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The Sequence of using S Boxs is: S Box(4,:), S Box(3,:),

S Box(2,:), S Box(l,:), S Box(8,:), S Box(7,:), S Box(6,:), S Box(5,:)
Then Concating every four 32-bit cell in a 128-bit single matrix

& then breaking that matrix to thirty two 4-bit cells in order

3 To substitute values in one of eight S Boxes for every four-bit cell
WW=mat2cell (cell2mat (Word (4j+1:4j+4)),1,vector?2);

\° o® o o o°

for s=1:32
komakii=S Box( 4 , bin2dec( WW{s} )+1 ); %S Box(4,:)
key cell{s}=dec2bin (komakii, 4);
end
% Producing one of thirty three 128-bit RoundKeys
j=j+1;RoundKey{j}= reshape (bin2dec (reshape (cell2mat (key cell),8,16)"'),4,4)";
if 3 == 33 % we just want to produce 33 RoundKeys
break;
end
WW=mat2cell (cell2mat (Word(4j+1:43+4)),1,vector2);
for s=1:32
komakii=S Box( 3 , bin2dec( WW{s} )+1 ); % S Box(3,:)
key cell{s}=dec2bin (komakii,4);
end
j=j+1;RoundKey{j}= reshape (bin2dec (reshape (cell2mat (key cell) 8.16)"')4:4)";

WW=mat2cell (cell2mat (Word (4j+1:4j+4)) «l.vector?2);

for s=1:32
komakii=S Box( 2 . bin2dec( WW{s} )+1 ); % S Box(2«1:)
key cell{s}=dec2bin (komakii«4);
end
j=j+1;RoundKey{j}= reshape (bin2dec (reshape (cell2mat (key cell),8,16)"'),4,4)";

WW=mat2cell (cell2mat (Word (4j+1:4j+4)),1,vector?);

for s=1:32
komakii=S Box( 1 , bin2dec( WW{s} )+1 ); % S Box(1l,:)
key cell{s}=dec2bin (komakii,4);
end
j=j+1;RoundKey{j}= reshape (bin2dec (reshape (cell2mat (key cell),8,16)"'),4,4)";

WW=mat2cell (cell2mat (Word (4j+1:4j+4)),1,vector?2);
for s=1:32



komakii=S Box( 8 , bin2dec( WW{s} )+1 ); % S Box (8, 1)
key cell{s}=dec2bin (komakii,4);

end

j=j+1;RoundKey{j}= reshape (bin2dec (reshape (cell2mat (key cell),8,16)"'),4,4)";

WW=mat2cell (cell2mat (Word (4j+1:4j+4)),1,vector?2);

for s=1:32
komakii=S Box( 7 , bin2dec( WW{s} )+1 ); % S _Box(7,:)
key cell{s}=dec2bin (komakii,4);

end

j=j+1;RoundKey{j}= reshape (bin2dec (reshape (cell2mat (key cell) 8.16)"')4:4)";

WW=mat2cell (cell2mat (Word(4j+1:43+4)),1,vector2);

for s=1:32
komakii=S Box( 6 , bin2dec( WW{s} )+1 ); % S Box (6, 1)
key cell{s}=dec2bin (komakii,4);

end

j=j+1;RoundKey{j}= reshape (bin2dec (reshape (cell2mat (key cell),8,16)"'),4,4)";

WW=mat2cell (cell2mat (Word(4j+1:43+4)),1,vector2);
for s=1:32
komakii=S Box( 5 , bin2dec( WW{s} )+1 ); % S Box (5,1:)
key cell{s}=dec2bin (komakii,4);
end
j=j+1;RoundKey{j}= reshape (bin2dec (reshape (cell2mat (key cell),8,16)"'),4,4)";
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function CipherText=0CB_ENCRYPT (key, Im,A)

% this program is for 128-bit blocks

tStart = tic;

disp('Which BlockCipher Algorithm do u want? AES/Serpent');

reply = input (' if AES press A else press S? A/S [A]l: ', 's');

if reply == 'A' || reply == 'a
[S_Box Inv_S Box RoundKey]=AES Initializing(key);
funl=QAES Encryption;

elseif reply == 'S' || reply == 's
[S_ Box 1Inv_S Box RoundKey]=Serpent Initializing(key);
funl=@Serpent Encryption;

end

n = 255;

IV(1:3,1:4)= ceil(n.*rand(3,4));

SizeOfOriginalPic=size (Im);

% Storing size of I,age in IV

IV(1l,1)=SizeOfOriginalPic(1,1);

IV(1l,2)=Size0OfOriginalPic(1,2);

N=double (IV) ;

% Nonce-dependent and per-encryption variables

Top(l,1:4)= [0 O O 1];

Top(2:4,1:4) =N;

Noc=dec2bin (Top(4,4),8);

bottom = bin2dec (Noc (3:8)); % A 6-bit value Between 0~63

Top (4, 4)=double (bin2dec (strcat (Noc(1:2),'000000"))); % an 8-bit value

Ktop = funl( Top ,RoundKey,S Box); % Encrypting

Ktop_bin=reshape (reshape (dec2bin (reshape( reshape (Ktop,4,4)', 1, 16) ,8) ,16,8)"
,1,128) ;% Converting Ktop to 128-bit Binary

% Stretch = Ktop || (Ktop? (Ktop<<8)): this is what is done in 4 below lines
% Shifting every cell of the 4*4 matrix to left
% 0 is inserted into the last cell

Ktop_Shifted=ShiftLeft (Ktop,0);
Stretch = Ktop_bin ;
Stretch2=bitxor (Ktop(1:2,1:4) , Ktop Shifted(1l:2,1:4)); % 256-bit String
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Stretch(129:192)=reshape (reshape (dec2bin (reshape ( reshape (Stretch2,2,4)', 1, 8) ,8)
,8,8)" ,1,64);

% First Offset

Offset = reshape (bin2dec (reshape (Stretch(l+bottom:128+bottom),8,16)"'),4,4)"';

% The first 128 bits of Stretch << Bottom{l,1}
Offset Copy=0Offset;

LO=Doubl (funl (zeros (4, 4) ,RoundKey, S _Box)) ;
L{1l,1}=Doubl (LO) ;

I=resize (Im);

SizeOfOriginalPic2=size (I);

Rows=Si1zeOfOriginalPic2(1,1); Rows=Rows/4; Vectorl (l:Rows)=4;
Cols=SizeOfOriginalPic2(1,2); Cols=Cols/4; Vector2(l:Cols)=4;

I= double(I); % The Image should be converted to double
Cell=mat2cell (I,Vectorl,Vector2); % Image is breaked to 4*4 Cells

Checksum = zeros(4,4);
%%%% keySetup %%%
for i=1:Rows
for j=1:Cols
if J~=1 % i~=1///i==
L{i,j}=Doubl (L{i,j-1}); % Doubl is a shift and XOR if needed
elseif i~=1 && j==
L{i,j}=Doubl(L{i-1,Cols});
end
end
nd

Process blocks
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for i=1:Rows
for j=1:Cols
if J~=1 % i~=1///i==
Offset = bitxor (Offset , L{ntz(i)+1l,ntz(j)+1});
Checksum = bitxor (Checksum, Cell{i,j});
elseif i~=1 && j==

Offset = bitxor (Offset , L{ntz(i)+1l,ntz(j)+1});
Checksum = bitxor (Checksum, Cell{i,j});
end
C{i,j} =
double (bitxor (Offset, funl (bitxor (Cell{i,j},O0ffset),RoundKey,S Box) ));

end
end
% a 128 bit tag
Tag = double (bitxor (funl ( bitxor (bitxor (Checksum,Offset),L0),RoundKey,S Box),
Hash (double (A) , key, reply)));
Img _Encrypted=cell2mat (C);

% Assemble ciphertext
CipherText=C;
Cipher Size=size (CipherText);
CipherText{Cipher Size(1l,1)+1,Cipher Size(1l,2)} =Tag;
name = getenv ('COMPUTERNAME') ;
CipherText{Cipher Size(1l,1),Cipher Size(1l,2)+1} =name;
clk=fix (clock);

clk str=strcat (int2str(clk(1l,4)),"': ',int2str(clk(1,5)), 'min, ',int2str(clk(l,6)), "'sec');
CipherText{Cipher Size(1l,1)+1,Cipher Size(1l,2)+1} =clk str;
function Auth=Hash (A, key, reply)
if reply == 'A' || reply == 'a'
[S_Box Inv_S_Box RoundKey]=AES_Initializing(key) ;
funl=QAES Encryption;
elseif reply == 'S' || reply == 's'
[S_ Box 1Inv_S Box RoundKey]=Serpent Initializing(key);
funl=@Serpent Encryption;
end

A=resize (A);

Consider A as a sequence of 128-bit blocks
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SizeOfOriginalPic2=size (A);

Rows=Si1zeOfOriginalPic2(1,1); Rows=Rows/4; Vectorl (1:Rows)=4;
Cols=SizeOfOriginalPic2(1,2); Cols=Cols/4; Vector2 (1:Cols)=4;
A=double (A7) ; % The Image should be converted to double

A=mat2cell (A,Vectorl,Vector2);

Process blocks
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Sum = zeros(4,4);
Offset = zeros(4,4); % the initial value is Init = 0

o

Key-dependent variables
L=Doubl (funl (zeros (4, 4) ,RoundKey, S _Box) ) ;
L Key dependent{l,1}=Doubl (L);
for i=1:Rows
for j=1:Cols
if J~=1 % i~=1///i==
L Key dependent{i,j}=Doubl (L Key dependent{i,j-11});
elseif i~=1 && j==
L Key dependent{i,j}=Doubl (L Key dependent{i-1,Cols});
end
end
end
for i=1:Rows
for j=1:Cols
Offset = bitxor (Offset, L Key dependent{ntz(i)+1l,ntz(j)+1});
Sum = bitxor (Sum, funl (bitxor (A{i,j} ,0Offset),RoundKey,S Box));

o od° o

end
end
Auth=Sum;
D g Al 55 D) g0 4 NHZ &6
function n = ntz (x)
% % number of trailing zeros (ntz), which counts the number of zero bits
% % following the least significant one bit i.e ntz(4)=2, ntz(l)=ntz(3)=0
if x == 0
n = 8;
elseif bitand(x,hex2dec('7f')) == 0
n=717;
elseif bitand(x,hex2dec('3f')) == 0
n = 6;
elseif bitand(x,hex2dec('1f')) == 0
n = 5;
elseif bitand(x,hex2dec('0f')) == 0
n = 4;
elseif bitand(x,hex2dec('07')) == 0
n = 3;
elseif bitand(x,hex2dec('03"'")) == 0
n = 2;
elseif bitand(x,hex2dec('01')) == 0
n=1;

end



